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Machine Learning

What is it, what it is not, 
how does it work and why 
we need it…

Sylvain Dumas – SE
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Are Artificial Intelligence and Machine Learning the same?

Short answer – NO

However – Machine Learning 
has been used in Artificial 
Intelligence

Unfortunately there is a lot of 
confusion about this
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Artificial Intelligence vs Machine Learning

Artificial Intelligence:

“the term "artificial intelligence" is applied when a machine 
mimics "cognitive" functions that humans associate with 
other human minds, such as "learning" and "problem solving".”

(Source Wikipedia)

Machine Learning:

machine learning explores the study and construction 
of algorithms that can learn from and make predictions on data

(Source Wikipedia)

https://en.wikipedia.org/wiki/Human_mind
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Data
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Artificial Intelligence – Greek Mythology

A greek myth contain a story of 
mechanical men designed to 
mimic our own behaviour.

Talos was designed to protect 
Europa in Crete from pirates.

Talos was forged by the 
blacksmith god, Hephaestus, 
who gifted him to 
king Minos of Crete. Talos had 
a single vein, through 
which ichor, the divine blood of 
the Olympians, flowed. This 
vein was plugged by just one 
bronze nail.

https://www.greekmythology.com/Myths/Creatures/Talos/talos.html
https://www.greekmythology.com/Olympians/Hephaestus/hephaestus.html
https://www.greekmythology.com/Myths/Figures/Minos/minos.html
https://www.greekmythology.com/Myths/Places/Crete/crete.html
https://www.greekmythology.com/Myths/Creatures/Talos/talos.html
https://www.greekmythology.com/Myths/Elements/Ichor/ichor.html
https://www.greekmythology.com/Olympians/olympians.html
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Detection Challenges
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The Age Of “Signatures” Is Fading…

6

Signatures identify with near certainty that an object is 
either malicious or clean

This technique is reactive by nature. Although very 
precise, the sheer number and growth in malware variants 
is making this unsustainable

Malware authors are continuously monitoring AV vendor 
detection and releasing new variants

Use of commercial, open source or underground packers 
and protectors makes repacking new variants trivial
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Detection Challenges

7

What did this Snake eat for lunch? ;)

Image: https://www2.picturepush.com
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Unpacking Challenges

Think of it as a file, inside another executable file…. 
which can be inside another executable file

Think Russian dolls (Matryoshka)

When executed, the ‘outer’ executable will unpack 
the contents of the ‘inner’ executable into memory 
and execute it.

The inner most executable is the ‘real’ executable!

8Image: https://www.pinterest.com
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Field Example – What is Mimikatz

9
Source: http://blog.gentilkiwi.com/mimikatz

It's well known to extract plaintexts passwords, hash, 
PIN code and kerberos tickets from memory.
mimikatz can also perform pass-the-hash, pass-the-
ticket, build Golden tickets, play with certificates or 
private keys, vault, ... maybe make coffee?
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Field Example - Mimikatz

10
Source: http://blog.gentilkiwi.com/mimikatz
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Mimikatz – Compiled Binary

11
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Mimikatz – Compiled Binary

12
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Mimikatz Detection

13

• Native binary has thousands of interesting features!

• Resources, strings, packer & compiler details, compile 
time, API & function calls etc. readily available for 
authoring signatures

Image: http://www.abcya.com/word_clouds.htm



14MCAFEE CONFIDENTIALITY LANGUAGE

Mimikatz – Compiled Binary

14Source: https://autohotkey.com/mpress/mpress_web.htm
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Mimikatz – Packed With MPRESS

15
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Mimikatz – Post MPRESS

16

• Previously available static features are 
destroyed and made unavailable by the packer!

• Limited choices available for authoring a generic 
signature.
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7

Machine Learning Approaches
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Early “Machine Learning” – Bayesian detection for SPAM

Easy / Naïve statistical analysis

Looking at the word “click” will catch 79% of spam 
with only 1.2% of false positives

Looking for bad words in proportion of good words

vi@gra or v1@gr@ vs Viagra – Bayesian 
will learn the differences and adjust 
accordingly

Relations to words – the word Act, versus Act now –
declared a higher probability of spam.

Bayesian poisoning

Source - http://www.paulgraham.com/spam.html

http://www.paulgraham.com/spam.html
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What is a Neural Network

The human brain consists of 100 billion cells called neurons, 
connected together by synapses. If sufficient synaptic inputs to a 
neuron fire, that neuron will also fire. We call this process “thinking”.

We can model this process by creating a neural network on a 
computer. 

It’s not necessary to model the biological complexity of the human 
brain at a molecular level, just its higher level rules. 

We use a mathematical technique called matrices, which are grids of 
numbers. 

To make it really simple, we will just model a single neuron, with three 
inputs and one output.

Source – https://medium.com/technology-invention-and-more/how-to-build-a-simple-neural-network-in-9-lines-of-python-code-cc8f23647ca1
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How does a Neural Network work

We’re going to train the neuron to solve the problem below. The first 
four examples are called a training set. Can you work out the pattern? 
Should the ‘?’ be 0 or 1?

Source – https://medium.com/technology-invention-and-more/how-to-build-a-simple-neural-network-in-9-lines-of-python-code-cc8f23647ca1



21MCAFEE CONFIDENTIALITY LANGUAGE

Creating a model and training it

We will give each input a weight, which can be a positive or negative 
number. An input with a large positive weight or a large negative 
weight, will have a strong effect on the neuron’s output. Before we 
start, we set each weight to a random number. Then we begin the 
training process:

Take the inputs from a training set example, adjust them by the 
weights, and pass them through a special formula to calculate the 
neuron’s output.

Calculate the error, which is the difference between the neuron’s 
output and the desired output in the training set example.

Depending on the direction of the error, adjust the weights slightly.

Repeat this process 10,000 times.

Source – https://medium.com/technology-invention-and-more/how-to-build-a-simple-neural-network-in-9-lines-of-python-code-cc8f23647ca1
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Training the model

Eventually the weights of the neuron will reach an 
optimum for the training set. If we allow the neuron to 
think about a new situation, that follows the same 
pattern, it should make a good prediction.

This process is called back propagation.

First the neural network assigned itself random weights, 
then trained itself using the training set. Then it 
considered a new situation [1, 0, 0] and predicted 
0.99993704. The correct answer was 1. So very close!

Traditional computer programs normally can’t learn. 
What’s amazing about neural networks is that they can 
learn, adapt and respond to new situations. Just like the 
human mind.
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Neural Network

Computer system designed to work by classifying information the same way a human brain would

It can be taught to recognize, for example, images and classify them according to what they contain.

Essentially it works on a system of probability.

Source – Forbes – Bernard Marr 2016 - Source – deeplearning4j.org
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Deep Neural Network

Source – deeplearning4j.org

Deep-learning networks are distinguished from the more commonplace single-hidden-layer neural 
networks by their depth; that is, the number of node layers through which data passes in a multistep 
process of pattern recognition.

Traditional machine learning relies on shallow nets, composed of one input and one output layer, and at 
most one hidden layer in between. More than three layers (including input and output) qualifies as “deep” 
learning. So deep is a strictly defined, technical term that means more than one hidden layer.

In deep-learning networks, each layer of nodes trains on a distinct set of features based on the previous 
layer’s output. The further you advance into the neural net, the more complex the features your nodes 
can recognize, since they aggregate and recombine features from the previous layer.
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Deep Neural Network

The weekend is coming up, and you've heard that there's going to be a cheese festival in 
your city. You like cheese, and are trying to decide whether or not to go to the festival. You 
might make your decision by weighing up three factors:

• Is the weather good?

• Does your boyfriend or girlfriend want to accompany you?

• Is the festival near public transit? (You don't own a car).
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Deep Neural Network

Source – deeplearning4j.org
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Machine Learning in the context of security

Modeling

Clustering

Pre-Execution

Post-Execution
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Sources Of Features

• Static Analysis (file type, resources, meta-data etc.)

• Fuzzy Hashing (identical byte or checksum sequences)

• Import Address Hash (Function calls, Order of function calls)

• Dynamic Analysis  (file system, registry, network behaviors)

• Memory Analysis (process or system memory analysis)

28
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Leveraging Multiple Sources Of Knowledge

29

 Identify a suspicious characteristic or activity

 The object is given a reputation and confidence level if 

existing signatures based methods don’t detect

 Pre-execution: Static file feature extraction

(file type, import hash, entry point, resources, strings, packer 

& compiler details, compile time, API’s, section names etc.)

 Post-execution: Behavioral features and Memory analysis

(behavioral sequence, process tree, file system, registry events, 

network communication events, mutex, strings from memory etc.)

A hybrid approach provides the best classification rates!
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Extracting Static Features

30

Ransomware: CTB-Locker 

(pre-execution)

• File type, resources & strings

• Packer & compiler details 

• Compile time, Entry Point

• Import Address Hash, 

• Function calls & API’s etc.

Image: http://www.abcya.com/word_clouds.htm
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Extracting Behavioral Features

31

Ransomware: CTB-Locker
(post-execution)

• File system, registry and network changes actions it begins encrypting files 
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Unsupervised Machine Learning
• Lets start with an example

32
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We are given a large set of dogs of different breeds 

(Chihuahuas, Beagles, Dachshunds)
We can use two features to distinguish them - their height and weight.How can we determine which dog falls into which breed?
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33

Similarity: Prototype Based Clustering

33

Dogs

Chihuahuas

Beagles

Dachshunds
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Euclidian distance 

between two objects
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Similarity: Classification Based On Clustering

34
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Clustering
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Classification With Real Protect 
Graphic representation of clusters with samples which are similar

36
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Modeling Machine Learning Classifier
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Overfitting

• Training your model 
properly is important

• Analogy- If you keep 
giving a student last 
week’s test, he will get 
A+

• May perform horribly if 
you give him a new 
test
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Modeling a Machine Learning Classifier

40

• Input Data  

 Executables, compiled code, documents etc..

• Feature Engineering 

 N-grams, entropy of sections etc..

• Labels

 Is malicious or clean?

 Belongs to a certain family of malware

 Capabilities (keyloggers, backdoors..)

• Model

 Assigns a sample to an output class

 Support vector machines, Naïve Bayes, 
Random forests, neural networks etc

Input Layer

Hidden Layers Output Layer
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Attacking Machine Learning Defenses 
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Exploratory: Obfuscate to Evade Detection
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Causative: Poisoning Sample Collections

43

2. Submit samples to Virustotal or 
any other public malware 
collection site

1. Insert signature fragments into clean 
files

4.  Many vendors re-share the 
samples and trust the malicious 
classification

6. Potential FP on clean files by 
the model

5. Vendor using malicious 

sample for training 

models

3. Trusted vendor will start detecting those 
files
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Causative: Poisoning Sample Collections

Source: Reuters
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Causative: Poisoning Sample Collections

Source: Virus Bulletin
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Defenses Against Machine Learning Attacks

46

 Exploratory attack

 Training data: Prevent the attacker from knowing training

data

 Feature Selection: Harden classifiers against attack by

using multiple features

 Causative attack: Attacker has some degree of control over the

training data. Learning should be resilient to poisoning attacks

 Do empirical analysis of training instances to make it

more resilient

 Human in loop approach
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47
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Deep Learning In The Sandbox

48

Malware samples

Sandbox

Original Binary

Feature Vector

Behavior

Framework

Trained 

Parameters

Prediction

Deep Learning

Prediction

Training

Feature Vector

Feature Normalization

Dimensionality reduction 
Unpacked File

Output Layer Hidden Layers Input Layer
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ATDml Detection
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When to call BS on Machine Learning

How often does your Machine Learning algorithm actually 
learn?

How accurate is your Machine Learning model?

Is your Machine Learning model predictive or diagnostic?
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How often does your Machine Learning algorithm actually learn?

 Learning is fundamental to ML. It means that as new information comes in, the model is 
updating itself (typically automatically) to be more relevant (and perhaps, more accurate) 
than it was to begin with. Developing a ML model, putting it out to the market, and then 
never updating it may increase false positives and false negatives. It may not consider 
all the new processes a customer (or the vendor) have that may ‘decay” the model, 
making it potentially irrelevant. A simple pictorial that shows a continuously learning 
model:

Why is it important:
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How often does your Machine Learning algorithm actually learn?

 The algorithm learns at the rate that was determined at the time of model development 
and is updated periodically and applied to new signals. For example: “For this particular 
model, it is updated continuously.” “For other models, they are updated based on 
statistically significant changes to inputs to the model (e.g., the False Positive and False 
Negative rates, changes to filters, changes to down-select/down sampling, changes to 
customer or vendor processes, etc.).”

Good Answer:
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How often does your Machine Learning algorithm actually learn?

 “Routinely” – press the responder to drill down to an answer without “leading the 
witness”, such as “Routinely? How often?” “Is it different or the same for different 
models?” “What signals does your company use to update the model?” Or even the very 
basic “How do you know the model is working?”

Bad Answer:
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How accurate is your Machine Learning model?

 Accuracy is the measure of error. So if your ML model is not as accurate as it could be, it 
means it has more error and giving you incorrect decisions. Error is measured differently 
for different models. False positives (FP), false negatives (FN), true positives (TP), and 
true negatives (TN) are NOT the only way of measuring error. In fact, you can have 
these ROC (Received Operating Curve) measurements of FP, FN, TP, and TN be very 
good BUT your error rate, measured in “R^2” can be bad, misleading the data 
scientist. So, sometimes, you must do a few accuracy checks to find that “sweet spot” 
that meets the customer need and the math.

 Verification determines whether you have done the model right 
(mathematically). Validation determines whether you have done the right model (for the 
data set, for the customer requirements). While these overlap somewhat, the idea is that 
you want to try a few models in order to optimize your model, not just one and run with 
it. Many models do not scale with data volume or data variety.

Why is it important:
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How accurate is your Machine Learning model?

 The specific ML model for this purpose has a 95% accuracy. We also measure other 
forms of accuracy, such as Mean Square Root Error, Generalized R^2, and additional 
ROC metrics such as Recall, F1 Score, and Matthew’s Correlation Coefficient.

Good answer:
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How accurate is your Machine Learning model?

 100%. (Nothing is ever 100%!!.)

 We haven’t had a complaint about inaccuracies.

Bad answer:
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Is your Machine Learning model predictive or diagnostic?

 ML can be applied to data that is descriptive (what happened?), diagnostic (why did it 
happen?), predictive (what will happen?) and prescriptive (here are the recommendations 
for avoiding what will happen). You must have descriptive to do diagnostic, and you must 
have diagnostic to do predictive, and, lastly, you must have predictive to do 
prescriptive. Currently, in almost all industries (including security), ML is descriptive 
and/or diagnostic. It relates to what has happened in the past. A signal occurs, and the 
model is applied. With predictive ML, we are predicting what will happen in the 
future: “we can predict that you have a 95% chance of being hacked tomorrow.”

Why is it important:
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Is your Machine Learning model predictive or diagnostic?

 In this product X, our ML is diagnostic; that is, we sense a signal and apply the ML model 
to it in order to tell whether it is adversarial or not. We combine a number of different 
proprietary mathematical algorithms, including ML models, to arrive at an accurate 
assessment.

Good answer:
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Is your Machine Learning model predictive or diagnostic?

 It’s definitely predictive! If this answer occurs, dig deeper: How far in the future does it 
predict? How accurate is it (see Question 2, above)? If the vendor is predictive, ask if 
they are also prescriptive: Do you provide recommendations on how to avoid this attack 
from happening in the future?

Bad answer:
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Analytics
McAfee Cloud

Unified Defense Architecture
Analytics-driven threat and data defense

Orchestrated 
Lifecycle defense 

Automated 
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Core and ecosystem 

technologies
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Dynamic Endpoint
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