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Overview
During security testing of a third-party product you come across a new vulnerability. Now what?
In this talk, we will explore how to responsibly disclose new, unknown vulnerabilities (0-Days), how to properly
score the criticality using the Common Vulnerability Scoring System (CVSS), and how to submit your bug to the
Common Vulnerabilities and Exposures (CVE) database.

About Me
| Director - Infosec @ Lastwall
| Founder - Atlantic CyberSecurity Collective / BCK Security
| Father to one dog, two cats, and two humans
| Technology and Mountain Adventure Geek
|

OSCP | CRTP | Pentest+ | CISSP | CISA | CCSP | CRISC | GCP-CDL | CEH

| linkedin.com/in/julien-richard

What is Responsible Disclosure?
DISCLOSURE noun
the action of making new or secret information known.
RESPONSIBLE adjective
having a capacity for moral decisions and therefore
accountable; capable of rational thought or action

What is Responsible Disclosure?
Responsible disclosure is a process that allows security
researchers to safely report found vulnerabilities.

It can be a messy process for researchers to know exactly how
to share vulnerabilities in a safe and efficient manner.

Source: https://www.bugcrowd.com/resources/guide/what-is-responsible-disclosure

Just one more definition for now…..
Zero Day (0-day)

A zero-day vulnerability is a vulnerability in a system or
device that has been disclosed but is not yet patched.

Source: https://www.trendmicro.com/vinfo/us/security/definition/zero-day-vulnerability

(a brief and incomplete)

History of Responsible Disclosure
Locksmiths
“In respect to lock-making, there can scarcely be such a thing as
dishonesty of intention: the inventor produces a lock which he
honestly thinks will possess such and such qualities; and he
declares his belief to the world. If others differ from him in
opinion concerning those qualities, it is open to them to say so;
and the discussion, truthfully conducted, must lead to public
advantage: the discussion stimulates curiosity, and curiosity
stimulates invention.

Netscape Bug Bounty
Netscape Announces "Netscape Bugs Bounty" With
Release Of Netscape Navigator 2.0 Beta.
Program Harnesses Power Of The Internet To Help
Netscape Refine Beta Versions And Ensure Highest
Quality Software.

1989
1853

RFPolicy
The RFPolicy states a method of contacting vendors
about security vulnerabilities found in their
products. It was originally written by hacker and
security consultant Rain Forest Puppy

1998
1995

Zardoz / Security-Digest
Semi-private full disclosure mailing list run by Neil
Gorsuch from 1989 through 1991. It identified
weaknesses in systems and gave directions on where
to find them.

2000+
2000

L0pht’s Congress Testimony
“If you’re looking for computer security, then the
Internet is not the place to be,” said Mudge, then 27
and looking like a biblical prophet with long brown
hair flowing past his shoulders. The Internet itself, he
added, could be taken down “by any of the seven
individuals seated before you” with 30 minutes of
well-choreographed keystrokes.

Project Zero/ZDI/Bug
Bounty/Pwn2Own

Modern day bug bounty/vulnerability disclosure
programs are big business.

(a brief and incomplete)

History of Responsible Disclosure - Source
https://duo.com/labs/research/history-of-vulnerability-disclosure
Dreyfus, S. and Assange, J. (1997). Underground: Tales of Hacking, Madness and Obsession on the Electronic Frontier. Reed Books
Australia.
https://web.archive.org/web/19970501041756/http://www101.netscape.com/newsref/pr/newsrelease48.html
https://www.washingtonpost.com/sf/business/2015/06/22/net-of-insecurity-part-3/
https://seclists.org/bugtraq/2000/Jun/182
https://en.wikipedia.org/wiki/RFPolicy

Discussion:
Legal and Ethical Implications

Guidance from OWASP - Researchers
●

Ensure that any testing is legal and authorised.

●

Respect the privacy of others.

●

Make reasonable efforts to contact the security team of the organisation.

●

Provide sufficient details to allow the vulnerabilities to be verified and reproduced.

●

Not demand payment or rewards for reporting vulnerabilities outside of an established
bug bounty program.

Source: https://cheatsheetseries.owasp.org/cheatsheets/Vulnerability_Disclosure_Cheat_Sheet.html

Guidance from OWASP - Organisations
●

Provide a clear method for researchers to securely report vulnerabilities.

●

Clearly establish the scope and terms of any bug bounty programs.

●

Respond to reports in a reasonable timeline.

●

Communicate openly with researchers.

●

Not threaten legal action against researchers.

●

Request CVEs where appropriate.

●

Publish clear security advisories and changelogs.

●

Offer rewards and credit.

Source: https://cheatsheetseries.owasp.org/cheatsheets/Vulnerability_Disclosure_Cheat_Sheet.html

Is it Legal?

8

(...) the Department of Justice should consider the
following additional factors in determining whether a
CFAA prosecution should be pursued (…)

The attorney for the government should decline prosecution if available evidence shows the defendant’s
conduct consisted of, and the defendant intended, good-faith security research. For purposes of this policy,
the attorney for the government should apply the definition of “good-faith security research” recommended
by the Register of Copyrights in Section 1201 Rulemaking: Eighth Triennial Proceeding to Determine
Exemptions to the Prohibition on Circumvention, at 258 (Oct. 2021). That is: “good faith security research”
means accessing a computer solely for purposes of good-faith testing, investigation, and/or correction of a
security flaw or vulnerability, where such activity is carried out in a manner designed to avoid any harm to
individuals or the public, and where the information derived from the activity is used primarily to promote
the security or safety of the class of devices, machines, or online services to which the accessed computer
belongs, or those who use such devices, machines, or online services. Security research not conducted in
good faith—for example, for the purpose of discovering security holes in devices, machines, or services in
order to extort the owners of such devices, machines, or services—might be called “research,” but is not in
good faith. CCIPS can consult with prosecutors about specific applications of this factor.

Source: https://www.justice.gov/opa/press-release/file/1507126/download

EXAMPLE
(aka what not to do as a researcher)

Paige Thompson
GUILTY!!!
With some of her illegal access, she planted
cryptocurrency mining software on new
servers with the income from the mining going
to her online wallet. Thompson spent
hundreds of hours advancing her scheme, and
bragged about her illegal conduct to others
via text or online forums.

Paige Thompson worked as a software engineer in Seattle
and ran an online community for other programmers. In
2019, she downloaded personal information belonging to
more than 100 million Capital One customers, the Justice
Department said.
Ms. Thompson has pleaded not guilty, and her lawyers say
her actions — scanning for online vulnerabilities and
exploring what they exposed — were those of a “novice
white-hat hacker.”
“They are interpreting a statute so broadly that it captures
conduct that is innocent and as a society we should be
supporting, which is security researchers going out on the
internet and trying to make it safer,” said Brian Klein, a
lawyer for Ms. Thompson. The law “doesn’t give a lot of
visibility to people on what could get you in trouble and what
couldn’t get you in trouble,” Mr. Klein added.

EXAMPLE
(aka what not to do as an org)

Missouri vs Post-Dispatch
Social Security numbers were not shown as part of the
default display, the paper reported, but were present in the
source code, which can be freely viewed by anyone with
browser apps like Safari, Firefox and Chrome.
When a journalist discovered the flaw and confirmed the
information with several teachers, the Post-Dispatch alerted
the state and waited until the problem was corrected
before publishing a story.

Governor’s Response:
Hold a press conference during which he
called the Post-Dispatch journalist a "hacker,"
threatened him with criminal prosecution and
accused the newspaper of trying to
"embarrass the state."

What is CVSS?
The Common Vulnerability Scoring System (CVSS) provides (...) a
numerical score reflecting (a vulnerability’s) severity (which) can then
be translated into a qualitative representation (such as low, medium,
high, and critical).
Helps organizations properly assess and prioritize their
vulnerability management processes.

Source: https://www.first.org/cvss/

What is CVSS?

Source: https://www.first.org/cvss/

What is CVSS?

Source: https://www.first.org/cvss/

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L

What is CVSS?

Source: https://www.first.org/cvss/

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L/E:U/RL:O/RC:C

Source: https://www.first.org/cvss/

What is the CVE Catalog?
The mission of the CVE® Program is to identify, define, and catalog
publicly disclosed cybersecurity vulnerabilities. There is one CVE
Record for each vulnerability in the catalog.

Information technology and cybersecurity professionals use CVE
Records to ensure they are discussing the same issue, and to
coordinate their efforts to prioritize and address the vulnerabilities.

Source: https://www.cve.org/About/Overview

Browse the CVE Database

01 | www.opencve.io
02 | https://cve.mitre.org/cve/search_cve_list.html
03 | https://www.cvedetails.com/

Request a CVE ID
●

Visit https://www.cve.org/ResourcesSupport/ReportRequest

●

Check if the product’s company is a CVE Numbering Authority (CNA)

●

If you are unable to determine the correct CNA, contact a CNA of Last Resort (CNA-LR)
(CISA for ICS and medical, MITRE for everything else)

●

Select a request type : Report Vulnerability/Request CVE ID

●

Provide the required information:
○ Vulnerability Type, Vendor, Product, Attack Type, etc, etc

CVE - Suggested Description
The “Suggested Description” follows a specific convention :
http://cveproject.github.io/docs/content/key-details-phrasing.pdf

The SMBv1 server in Microsoft
Windows Vista SP2; Windows
Server 2008 SP2 and R2 SP1; Windows
7 SP1; Windows 8.1; Windows Server
2012 Gold and R2; Windows RT 8.1; and
Windows 10 Gold, 1511, and 1607; and
Windows Server 2016 allows remote

attackers to execute arbitrary
code via crafted packets, aka
"Windows SMB Remote Code Execution
Vulnerability."

Source: https://www.opencve.io/cve/CVE-2017-0144

Thank you. QUESTIONS?

