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Supply Chain

“A supply chain is a linked set of resources and
processes beginning at the origin of the product or
service and ending at the consumer. A supply chain
can be very complex. Everything from the food we
eat, our medical and transportation systems, and our 
access to the internet rely on a supply chain.” - NIST

Supply Chain Risk

Risk that a malicious entity may disrupt the supply 
chain by introducing something malicious during;

● Design
● Manufacturing
● Production
● Distribution
● Installation
● Operation
● Maintenance

The Basics



Supply Chain Risk Management

“Supply Chain Risk Management (SCRM) involves
monitoring all parts of a supply chain for
vulnerabilities, disruptions of or lack of access to
parts, and managing a wide variety of risks.” - NIST

Cyber Supply Risk Management

“Cyber Supply Chain Risk Management (C-SCRM)
is the monitoring of a supply chain for an Information 
and Communication technology (ICT)
product or service for any vulnerability that
could introduce a risk to the end user of the
product or service.” - NIST

The Basics











Threat Actor Accesses SolarWinds
● September 4, 2019: unknown attackers access 

SolarWinds.

● September 12, 2019: The attackers use a 
sophisticated injection source to insert the 
SUNBURST malicious code into the company’s 
Orion Platform software. 

● February 20, 2020: Hackers compile and deploy 
the SUNBURST attack. This is an updated variant 
of the malicious code inserted into the Orion 
Platform released from February 20, 2020, and 
beyond.

https://orangematter.solarwinds.com/2021/01/11/new-findings-from-our-investigation-of-sunburst/








C-SCRM Frameworks

● CISA - Information and 
communications technology supply 
chain risk management. 

● CISA -Vendor supply chain risk 
management (SCRM) Template

● NIST - NIST SP 800-161r

● Canada - Cyber supply chain: An 
approach to assessing risk - 
ITSAP.10.070

● UK - Supply chain security guidance



UK National Cyber Security centre

Principal of Supply Chain Security

Understand the Risk

1/12 Understand what needs to 
be protected and Why.

2/12 Know who your Supplier are 
and build an understanding of 
their security measures.

3/12 Understand the Risk posed 
by your Supply chain.

Establish Control

4/12 Communicate your view of 
Security needs to your supplier.
 
5/12 Set and communicate 
minimum security requirements 
for your supplier.

6/12 Build security requirements 
into your contracting process and 
require your supplier to do the 
same.

7/12 Meet your own security 
requirements as consumer and 
supplier

8/12 Raise awareness of security 
within your supply chain

9/12 Provide support for security 
incidents

Check Your Arrangements

10/12 Build assurance activities 
into your supply chain 
management

Seek Continuous Improvement

11/12 Encourage continuous 
improvement of security within 
the supply chain.

12/12 Build trust with suppliers.







Build Cyber Supply Chain Risk Management Program 

Step 1: Categorize Vendors based on business

- Service/Software Provider
- Third Party Libraries

Step 2: Categorize Vendors based on criticality
                     to the business

- Type of Data
- Criticality to the business
- Operational environment

**Essentially set up the Context**



Build Cyber Supply Chain Risk Management Program 

Perform Risk assessment

Evaluate and Review

1. Team Structure.
2. Security Policies.
3. Endpoint protection solution.
4. Identity and Access Management solution.
5. External/Internal Audit and Compliance reports.
6. Penetration test reports.
7. Data lifecycle management;
8. External Vendors.



Build Cyber Supply Chain Risk Management Program 

Perform Risk assessment

Report Structure

1. <Vendor Name> - Vendor Risk and Compliance 

Assessment

2. Scope of Service(s)

3. Observations

4. Recommendations

5. Business Owner

6. Conclusion

7. Vendor Profile



Build Cyber Supply Chain Risk Management Program 

Monitor the Vendors

● Key Metrics to monitor:
○ Incident response times
○ Patching cycles
○ Maintenance schedules. 

● Regular validation 
○ Internal or external audits,
○ Self-assessment using questionnaires

● The results of testing and validation should input into the 
supplier performance plan as well as guiding further 
investment in the organisation’s cyber security 
programme. 



Build Cyber Supply Chain Risk Management Program 

Maintain

● Schedule periodic reviews. 

● Maintain and update Supplier registers.

● Ensure the register is updated when changes occur.

● Regularly review the criticality status of each supplier.

● Keep a schedule for conducting regular security reviews 
of your supplier.

● Record any status changes or deviations from their 
contractual obligations.

● Reviews should ideally be overseen by a group of 
stakeholders within your organisation.



Build Cyber Supply Chain Risk Management Program 

Maintain

● Encourage a flow of security information between you 
and your suppliers, and view supply chain security as a 
mutual concern.

● Communicate regularly with your suppliers on security 
issues, such as emerging cyber risks. Consider utilising 
technology solutions that streamline collaboration 
without elevating risk.

● Be open to receiving feedback from suppliers about your 
own security. Be willing to address any legitimate 
concerns they have about your security procedures. 











Build Cyber Supply Chain Risk Management Program 



Build Cyber Supply Chain Risk Management Program 

● Track all third-party components you use directly and all 
internal components in a secure and persistent 
repository

● Implement an open source review board to approve 
third-party libraries included in a product and audit 
approved third party libraries for version adherence and 
vulnerabilities.

● Remove or mitigate critical known vulnerabilities or end 
of life issues of third party components before each 
release.

● Use a known and trusted supplier that has a proven 
record for secure coding practices and quality delivery of 
their components.

● Monitor and approve of all IDEs and third-party 
development/debugging extensions to ensure their 
adoption does not weaken the security posture of the 
local development environment.



Build Cyber Supply Chain Risk Management Program 

● Have a trusted repository to support ongoing software 
composition analysis and security testing for all external 
and downloaded modules.

● Perform binary composition analysis of the final package.

● Have a Software Bill of Materials (SBOM) that satisfies 
the contracts.



C-SCRM Program Benefits:

● Help enterprises understand which critical 
assets are most susceptible to supply chain 
weaknesses and vulnerabilities. 

● Enhances an enterprise’s ability to effectively 
detect, respond, and recover from events that 
result in significant business disruptions 
should a supply chain compromise occur. 

● Greater assurance that acquired products are 
of high quality, authentic, reliable, resilient, 
maintainable, secure, and safe. 

● Greater assurance that suppliers, service 
providers, and the technology products and 
services that they provide are trustworthy and 
can be relied upon to meet performance 
requirements.



👋
Thanks

https://www.linkedin.com/in/sunny-jamwal-058a65236/

https://twitter.com/browninfosecguy

https://www.linkedin.com/in/sunny-jamwal-058a65236/
https://twitter.com/browninfosecguy


Resources
ACSC: Cyber Supply Chain Guidance

https://www.cyber.gov.au/acsc/government/cyber-supply-chain- guidance

CISA: ICT Supply Chain Risk Management

https://www.cisa.gov/supply-chain

CISA: Supply Chain Risk Management Fact Sheet

https://www.cisa.gov/publication/ict-scrm-fact-sheet

Centre for the Protection of National Infrastructure: Supply Chain 
Guidance

https://www.cpni.gov.uk/supply-chain

NCSC (UK): Supply Chain Security Guidance

https://www.ncsc.gov.uk/collection/supply-chain-security

NZISM: Supply Chain Security
https://www.nzism.gcsb.govt.nz/ism-document#3574


